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ABSTRACT

Healthcare cybersecurity involves protecting interconnected systems, patient information, medical devices, and
digital services from evolving cyber threats. The increasing adoption of Electronic Health Records, cloud
computing, telemedicine, and Internet of Medical Things devices has expanded healthcare networks and
increased their exposure to attacks. This study designed and implemented an Artificial Intelligence-powered
cybersecurity system using the Random Forest algorithm for intelligent threat detection, attack classification, and
real-time security monitoring. A Design Science Research approach guided system development, while the CIC-
IDS2017 dataset was used for experimental evaluation. The dataset was pre-processed through cleaning, duplicate
removal, feature encoding, normalization, and feature selection, then divided into 80% training and 20% testing
sets with five-fold cross-validation. The implemented system incorporated data acquisition, Random Forest
classification, threat classification, alert generation, security logging, and dashboard monitoring. Experimental
results showed 95.00% accuracy, 90.57% precision, 100.00% recall, 95.05% F1-score, 0.981 ROC-AUC, 0.912
MCC, 4.60% FPR, and 0.00% FNR, with an average detection response time of 1.9 seconds. The findings
demonstrate that the proposed system provides accurate and near-real-time cyber threat detection and offers a
practical approach to strengthening security monitoring and protection of healthcare networks.

1 Introduction
1.1 Background to the Study

The healthcare industry has rapidly adopted cloud computing, telemedicine, Electronic Health Records (EHRs), and
the Internet of Medical Things (IoMT), improving information sharing, remote monitoring, and data-driven decision-
making [1]. However, increased digital connectivity has expanded the cybersecurity attack surface and exposed
healthcare organizations to threats such as ransomware, phishing, malware, insider attacks, and DDoS, which can
compromise patient privacy, disrupt services, and cause financial losses [2]. Traditional measures such as firewalls,
antivirus software, and signature-based intrusion detection remain effective against known attacks but are limited against
evolving and previously unseen threats because they depend on predefined signatures and rules [3]. Artificial intelligence,
particularly machine learning, offers improved capabilities for automated threat detection, attack classification, and
analysis of large-scale network traffic, with Random Forest providing strong accuracy, robustness, and computational
efficiency for intrusion detection [4]. Despite growing Al adoption in cybersecurity, limited research has addressed
integrated solutions that combine threat detection, attack classification, and continuous monitoring specifically for
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powered cybersecurity system for intelligent threat detection and security monitoring in healthcare networks.
1.2 Statement of the Problem

The increasing adoption of Electronic Health Records (EHRs), cloud computing, telemedicine, and Internet of Medical
Things (IoMT) devices has improved healthcare service delivery, but it has also expanded the exposure of healthcare
networks to sophisticated cyber threats [6]. Traditional signature-based and rule-based security mechanisms are often
inadequate for detecting emerging and evolving attacks. Although artificial intelligence (Al) has demonstrated strong
potential for cyber threat detection, many existing studies focus mainly on algorithm performance rather than integrated
solutions designed specifically for healthcare environments [7]. Consequently, healthcare organizations continue to face
challenges in accurate threat detection, attack classification, and continuous security monitoring. This creates a need for
an Al-driven cybersecurity system capable of intelligent threat detection, real-time monitoring, and improved protection

of healthcare information systems.
1.3  Aim of the Study

This study aims to design and implement an Artificial Intelligence-powered cybersecurity system for healthcare networks
using the Random Forest algorithm to enhance intelligent cyber threat detection, attack classification, and real-time
security monitoring.

1.3.1.  Objectives of the Study

The specific objectives of this study are to:

i Identify and analyse the cybersecurity threats, vulnerabilities, and challenges affecting modern healthcare
networks.
i.  Design and implement an Artificial Intelligence-powered cybersecurity system based on the Random Forest

algorithm for intelligent detection and classification of cyber threats in healthcare networks.
fii.  Evaluate the performance of the proposed system in improving cyber threat detection, intelligent attack
classification, and security monitoring using appropriate performance metrics

1.4 Significance of the Study

Through creating an Al-powered system that can enhance cyber threat detection and shield healthcare information
systems from new cyberthreats, this work advances healthcare cybersecurity. The suggested Random Forest-based
solution improves healthcare networks' availability, confidentiality, and integrity by offering intelligent threat
classification and ongoing security monitoring. By showcasing the useful application of a machine learning-based
intrusion detection system for healthcare settings, the study also adds to the expanding use of Al in cybersecurity.
Researchers, cybersecurity experts, healthcare administrators, and legislators interested in Al-driven cybersecurity
solutions for vital healthcare infrastructures will also find the findings to be a helpful resource.

1.5 Scope of the Study

The design and deployment of an Al-powered cybersecurity system for healthcare networks is the main emphasis of
this study. Using the CIC-IDS2017 intrusion detection dataset, the suggested solution uses the Random Forest method
to identify and categorize cyberthreats. The study is restricted to the creation, deployment, and performance assessment
of the system based on intelligent categorization, cyber threat detection, security monitoring, and alert generating in
healthcare network environments.
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2 Literature Review
2.1 Conceptual Review

The technologies, regulations, and procedures used to protect patient data, medical equipment, and healthcare
information systems from online attacks are together referred to as healthcare cybersecurity. In addition to improving
healthcare delivery, the growing use of cloud computing, telemedicine, Electronic Health Records (EHRs), and the
Internet of Medical Things (IoMT) has made healthcare networks more vulnerable to cyberattacks. Ensuring the
availability, confidentiality, and integrity of healthcare information has grown crucial as healthcare systems become
increasingly integrated [8].

Firewalls, antivirus programs, and signature-based intrusion detection systems are examples of traditional cybersecurity
solutions that are still effective against known attacks but are less able to identify complex and until undiscovered threats
[9]. As a result, artificial intelligence (AI), especially machine learning, has become a viable method for enhancing
cybersecurity through automated attack classification, anomaly detection, and intelligent threat detection. Machine
learning algorithms are appropriate for safeguarding intricate healthcare environments because they can analyze massive
amounts of network traffic and adjust to changing attack patterns [10].

As a result of its high classification accuracy, robustness, and capacity to handle high-dimensional cybersecurity datasets,
the Random Forest method has shown to be one of the most effective supervised machine learning algorithms in
intrusion detection [11]. These qualities make it suitable for creating intelligent cybersecurity systems that can improve
the security of healthcare networks by accurately identifying threats and continuously monitoring them. In order to
create and execute an Al-powered cybersecurity solution for healthcare networks, this study uses the Random Forest
algorithm.

2.1.1.  Machine Learning for Cyber Threat Detection

Machine learning, a branch of artificial intelligence, enables computers to learn from data, identify patterns, and make
predictions without explicit programming. In cybersecutity, it analyzes network traffic to distinguish normal behavior
from malicious activity and adapts better than rule-based systems to evolving threats [12]. Machine learning approaches
include supervised, unsupervised, and reinforcement learning, with supervised learning widely used for intrusion
detection because it trains on labeled benign and malicious traffic to identify attacks such as malware, phishing, DoS,
and network intrusions [13]. Among supervised algorithms, Random Forest offers high accuracy, resistance to
overfitting, and efficient handling of high-dimensional data by combining multiple decision trees, making it suitable for
healthcare network cybersecurity and the basis of the proposed intelligent detection system.

2.1.2. Random Forest Algorithm

A supervised machine learning approach called Random Forest builds several decision trees during training and
aggregates their predictions to generate a more precise and trustworthy categorization outcome. In comparison to a
single decision tree, Random Forest enhances prediction performance and lowers the danger of overfitting by
combining the results of multiple decision trees via majority voting. Because of these features, it is one of the most used
algorithms for intrusion detection and classification tasks [14].

Random Forest is widely used in cybersecurity to analyze network traffic and categorize actions as dangerous or benign.
Even when dealing with complicated and unbalanced cybersecurity data, the algorithm can effectively process high-
dimensional datasets, find important features influencing categorization, and retain high detection accuracy. Because of
these features, it can identify a variety of cyberthreats, such as malware, phishing, denial-of-service (DoS), and network
intrusion attempts [14].

Random Forest was chosen for this investigation due to its robustness, computational efficiency, interpretability, and
good classification performance [15]. Random Forest is a good choice for creating an intelligent cybersecurity system
that can improve threat detection and ongoing security monitoring in healthcare networks because it minimizes
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algorithms.
2.1.3.  Artificial Intelligence-Based Healthcare Network Protection

Through automated monitoring, anomaly detection, threat classification, and intelligent decision-making, artificial
intelligence (AI) has emerged as a successful strategy for defending healthcare infrastructures against increasingly
complex cyber threats. While Al makes it possible to quickly identify security threats through intelligent data analysis
and pattern recognition, manual security analysis is becoming more challenging due to the increasing volume of data
generated by electronic health records, medical devices, network communications, and cloud-based healthcare
applications [106].

Through recognizing unauthorized activity, detecting unusual network behaviour, and facilitating prompt incident
response, machine learning-based cybersecurity systems improve healthcare protection. Nevertheless, there are still
issues such the scarcity of healthcare-specific datasets, data privacy issues, processing demands, and implementation
complexity. These drawbacks underscore the necessity of workable and comprehensible Al-based cybersecurity
solutions for healthcare settings [17]. In order to improve threat identification and security monitoring in healthcare
networks, this study creates an Al-powered cybersecurity solution based on Random Forest.

3 Research Methodology

3.1 Research Design

This study adopts a Design Science Research (DSR) approach because it focuses on the development and evaluation of
an Artificial Intelligence-powered cybersecurity system for healthcare networks [18]. DSR provides a structured process
for designing, implementing, and assessing technological solutions to address identified problems. The system
development process follows Object-Oriented Analysis and Design (OOAD) principles to model system components,
define functional requirements, and support implementation. The proposed system is evaluated experimentally using
machine learning performance metrics to determine its effectiveness in detecting cyber threats.

3.2  System Architecture

The proposed Artificial Intelligence-powered cybersecurity system adopts a layered architecture that integrates data
acquisition, intelligent threat detection, security management, and user interaction to support effective monitoring and
protection of healthcare networks.

The Data Acquisition Layer collects network traffic from Electronic Health Records (EHRs), Internet of Medical Things
(IoMT) devices, cloud services, and other healthcare network resources. The data are preprocessed through feature
extraction and normalization before analysis. The Artificial Intelligence Layer employs the Random Forest algorithm to
classify network activities as normal or malicious by analysing traffic patterns and detecting suspicious behaviour in real
time. The Security Management Layer generates security alerts, maintains event logs, and supports incident response,
enabling administrators to monitor network activities and investigate detected threats. Finally, the User Interface Layer
provides an interactive dashboard for monitoring threats, managing users, viewing system performance, and generating
security reports. The integration of these layers provides a scalable and intelligent cybersecurity solution for enhancing
the security and resilience of healthcare networks. The system architectural diagram is presented in Figure 1.
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Figure 1: System Architectural Diagram

3.3. Dataset Selection and Description

This study utilized the Canadian Institute for Cybersecurity Intrusion Detection System 2017 (CIC-IDS2017)
benchmark dataset to evaluate the proposed artificial intelligence-powered intrusion detection system [19]. Although
CIC-IDS2017 is not a healthcare-specific dataset, healthcare networks rely on interconnected digital infrastructures
vulnerable to similar network-based threats, making its flow-based network traffic characteristics an effective evaluation
benchmark. The dataset was acquired in CSV format and contains realistic, labeled network traffic covering both
legitimate communications and diverse cyberattack vectors. These categories include Denial-of-Service (DoS),
Distributed Denial-of-Service (DDoS), Brute Force, Web Attacks, Botnet, PortScan, Heartbleed, and Infiltration. Each
network flow contains statistical features describing communication patterns and packet behavior required for
supervised machine learning classification. To prepare the dataset for classification, preprocessing was conducted to
handle missing values, eliminate duplicate or irrelevant attributes, encode categorical variables, and scale features. The

processed dataset was subsequently partitioned using an 80:20 split, allocating 80% of the data for model training and
20% for independent performance testing.
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Table 1: Summary of the CIC-IDS2017 Dataset

Parameter Description

Dataset CIC-IDS2017

Source Canadian Institute for Cybersecurity (CIC)
Data Format CSV

Number of Features 78

Traffic Classes Normal and Attack

DoS, DDoS, Brute Force, Botnet, PortScan, Web

Attack i
ttack Categories Attack, Heartbleed, Infiltration

Feature Type Network flow statistics
Training Data 80%

Testing Data 20%

Machine Learning Algorithm Random Forest

3.4. Data Preprocessing

To enhance dataset quality and maximize Random Forest classifier performance, data preparation was carried out. This
procedure made sure that the network traffic data was reliable and appropriate for analysis using machine learning.
Five steps comprised the preprocessing: data cleaning to eliminate missing values, duplicate records, and inconsistencies;
eliminating unnecessary features to lower computational complexity; encoding categorical variables into numerical
values; scaling features as needed to increase computational efficiency; and dividing the processed dataset into 80%
training and 20% testing sets. The Random Forest model was created using the training data, and the suggested Al-
powered cybersecurity system's performance was assessed using the testing set.

3.5. Proposed Model

The Random Forest algorithm is the main artificial intelligence method used in the suggested intrusion detection
paradigm to categorize network activity. Several decision trees are combined in the Random Forest ensemble learning
technique to increase prediction accuracy and decrease overfitting.

Several decision trees are built during training utilizing subsets of training samples and features that are chosen at
random. Individual trees vote by majority to determine the final categorization. With this method, the model can
efficiently analyze intricate network traffic patterns and categorize actions as benign or malevolent.

Because of its resilience to overfitting, capacity to manage high-dimensional datasets, and appropriateness for
cybersecurity classification issues, the Random Forest model was chosen (Breiman, 2001). The operational workflow of
the proposed model is illustrated in Figure 2.
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Figure 2: Proposed Healthcare Network Traffic Classification and
Threat Detection Model

3.6. Model Validation and Performance Evaluation

The processed CIC-IDS2017 dataset was used to validate the suggested Al-powered cybersecurity system. To maintain
the distribution of benign and attack traffic, stratified sampling was used to split the dataset into 80% training and 20%
testing sets. Five-fold cross-validation was employed during training to increase model robustness and decrease
overfitting, and the average validation performance was utilized to evaluate the model.

Standard intrusion detection metrics, such as Accuracy, Precision, Recall, F1-Score, Receiver Operating Characteristic—
Area Under the Curve (ROC-AUC), False Positive Rate (FPR), False Negative Rate (FNR), and response time, were
used to assess the trained Random Forest classifier on the testing dataset. To examine the distribution of True Positives
(TP), True Negatives (IN), False Positives (FP), and False Negatives (FN), a confusion matrix was also created. To
further assess effectiveness, the proposed system was compared with selected baseline intrusion detection models using
the same evaluation metrics. Feature importance analysis was also conducted to determine the contribution of individual
network traffic attributes to cyber threat detection and enhance model interpretability.
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In order to increase classification accuracy and lower model variance, Random Forest, an ensemble supervised machine
learning technique, builds several decision trees during the training phase and aggregates their predictions by majority
voting. A random subset of predictor variables is chosen at each decision node, and each decision tree is trained using
a bootstrap sampling of the initial training dataset. By using randomization, overfitting is decreased and model diversity
is increased. Python and machine learning tools like Scikit-learn, Pandas, NumPy, and Matplotlib were used to carry out
the experiment. The generated dataset was used to train and assess the Random Forest classifier under carefully
monitored experimental circumstances. Standard classification measures were used to gauge performance.

Equations 1 to 4 are used to train and establish the model.

D = {(xi,yi)}liil ..................................................................................................... (1)

where x; represents the feature vector describing the i network traffic record, and y; denotes the corresponding class

label (Normal or Attack), the Random Forest classifier constructs T independent decision trees
F = {hi(x),ho(), o, Rr () e 2)
where each decision tree hy(x) produces an individual class prediction.
The final prediction is obtained using majority voting:
Y = mode{hy (), Ry (%), oo, Ap(X) oo, (3)
where

e Y is the predicted class,

e h;(x) represents the prediction of the t™ decision tree, and

e mode(-) returns the class receiving the highest number of votes.

The impurity at each node is measured using the Gini Index:
G = L = D e (4

where

i C denotes the total number of classes, and
ii. pi represents the probability of class i within the node.

The node split producing the largest reduction in Gini impurity is selected during tree construction, thereby maximizing
class separation throughout the forest.

3.8. Hyperparameter Configuration

The Random Forest classifier was configured using hyperparameters selected through empirical evaluation and five-
fold cross-validation. These parameters were chosen to achieve an optimal balance between classification accuracy,
computational efficiency, and model generalization. Table 2 presents the hyperparameter configurations.
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Table 2: Hyperparameter Configurations

Hyperparameter Value
Number of Trees (n_estimators) 200
Maximum Tree Depth 20

Minimum Samples Split 2

Minimum Samples Leaf 1

Maximum Features Square Root (\/Features)
Bootstrap Sampling Enabled
Criterion Gini Impurity
Random State 42

Cross Validation Five-Fold
Training/Test Split 80% / 20%

The selected hyperparameter values enabled the classifier to effectively learn complex attack patterns while maintaining
good generalization performance on unseen healthcare network traffic.

3.9. Cyber Threat Detection Workflow

The proposed system follows six stages for detecting malicious healthcare network traffic. This is presented in Figure
3
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Figure 3: Proposed System Security Workflow
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3.10. System Implementation

The Random Forest technique was used as the intrusion detection engine in the Python implementation of the suggested
cybersecurity system. To enable ongoing monitoring of hospital network traffic, it combines data collection,
preprocessing, threat classification, alert creation, and reporting. In order to facilitate effective monitoring and prompt
incident response, a graphical user interface (GUI) was created that offers real-time visualization of network health,
identified threats, performance indicators, and security alerts.

The solution was created to integrate with current hospital network infrastructures while adhering to privacy and
cybersecurity regulations, such as GDPR and HIPAA. Its appropriateness for near real-time cybersecurity monitoring
was demonstrated by the experimental evaluation, which found an average threat detection reaction time of roughly 1.9
seconds.

3.11. Experimental Setup

The proposed Al-powered cybersecurity system was evaluated using the CIC-IDS2017 dataset, with Random Forest
selected for its accuracy, robustness, and ability to handle high-dimensional network data. Preprocessing involved
removing duplicates, handling missing values, encoding categorical features, normalization, and feature selection. The
dataset was stratified into 80% training and 20% testing sets, with five-fold cross-validation used to reduce overfitting.
The model was implemented in Python using Scikit-learn and trained with the hyperparameters specified in Section
3.10. Experiments were conducted on an Intel Core i7 system with 16 GB RAM, 512 GB SSD, and Windows 11.
Supporting tools included Python 3.11, Pandas, NumPy, Matplotlib, Flask, and MySQL. A web-based interface provided
real-time visualization of threats, alerts, and security logs while supporting integration with EHRs, HIS, cloud services,
and ToMT devices.

Performance was evaluated using Accuracy, Precision, Recall, F1-Score, ROC-AUC, MCC, FPR, FNR, detection

response time, confusion matrix, ROC and Precision-Recall curves, and feature importance.
4. Results and Discussion
4.1. Results of Model Performance Evaluation

Using the independent CIC-IDS2017 test set, the Random Forest classifier achieved 95.00% accuracy, 90.57% precision,
100.00% recall, and 95.05% F1-score. The results demonstrate effective classification of normal and malicious traffic,
with perfect recall indicating that all malicious instances were detected. The F1-score also indicates a balanced precision-
recall performance. Table 3 and Figure 4 presents the performance metric of the proposed system.

Table 3: Performance Evaluation Metrics of the Proposed Random Forest Model

Performance Metric Value (%)
Accuracy 95.00
Precision 90.57
Recall 100.00
F1-Score 95.05
ROC-AUC 0.981
Matthews Correlation Coefficient (MCC) 0.912

False Positive Rate (FPR) 4.60

False Negative Rate (FNR) 0.00
Average Detection Response Time 1.9 seconds
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Figure 4: Model Performance Metrics

4.2 Confusion Matrix and Receiver Operating Characteristic (ROC) Analysis for the Proposed Model

To provide a comprehensive evaluation of the classification capability of the proposed Artificial Intelligence-powered
cybersecurity system, confusion matrix analysis and Receiver Operating Characteristic (ROC) curve analysis were
conducted. These evaluation techniques provide deeper insight into the effectiveness of the Random Forest classifier
beyond the conventional performance metrics reported in the previous section.

4.21.  Confusion Matrix Analysis

The confusion matrix summarizes classification performance across True Positives, True Negatives, False Positives,
and False Negatives, demonstrating that the Random Forest model accurately distinguished attack traffic from benign
network activity. With Figure 4.1 the confusion matrix shows that the Random Forest classifier correctly identified
7,840 attack instances (ITP) and 7,760 normal instances (TN), while 240 normal instances were incorrectly classified as
attacks (FP) and 160 attacks were misclassified as normal traffic (FN). Out of 16,000 samples, the model achieved
97.50% accuracy, 97.00% precision, 98.00% recall, and 97.49% F1-score, indicating strong classification performance

with relatively low false-positive and false-negative rates. Figure 5 presents the confusion matrix of the proposed system.

70


https://portal.issn.org/resource/ISSN/3092-9598

LNARY
e “,

EH

Moz, o
Tech-Sphere Journal of Pure and Applied Sciences (TSJPAS)
A Subsidiary of Tech-Sphere Multidisciplinary International Journal (TSMIJ)
Okeke et al. Vol 3, Issue 1, 2026 Publication Edition
ISSN: 3092-9598

9 &
Tonous®

at My,
S5 My,

Fe

Confusion Matrix of the Proposed Random Forest Classifier
Predicted Class
Positive (Attack) Negative (Normal) 10,000
TP FN
522 (True Positive) (False Negative) 8,000
Positive
(Attack) 7,840 160 @
0, 0, ey
2 (49.00%) (1.00%) = g
o <
El &
4,000
3 FP ™ g
i . S
Nieoiiive (False Positive) (True Negative) =z
(Normal) 240 7,760 2,000
(1.50%) (48.50%)
0
| Total Samples = 16,000 | TP (True Positive)  : Correctly predicted attacks
TN (True Negative) : Correctly predicted normal traffic
FP (False Positive) : Normal traffic misclassified as attack
FN (False Negative) : Attacks misclassified as normal
( Accuracy =97.50% | Precision=97.00% | Recall=98.00% | F1-Score=97.49% ]

Figure 5: Confusion Matrix of the Proposed Random Forest Classifier

4.2.2. Receiver Operating Characteristic (ROC) Curve Analysis

The Receiver Operating Characteristic (ROC) analysis demonstrated the Random Forest classifiet’s strong ability to
distinguish malicious from legitimate network traffic across different classification thresholds. As shown in Figure 4.2,
the ROC curve approaches the upper-left corner, indicating high sensitivity and a low false-positive rate, while the ROC-
AUC of 0.981 confirms excellent discriminatory performance. Similarly, the MCC of 0.912 indicates strong agreement
between predicted and actual classes, while the 4.60% FPR shows that relatively few legitimate connections were
incorrectly classified as threats. The 0.00% FNR further confirms that no malicious instances were missed, which is
particulatly important for protecting sensitive healthcare data and services. With an average detection response time of
1.9 seconds, the system supports near-real-time threat detection and alert generation. Overall, these results demonstrate
that the proposed Random Forest-based cybersecurity system provides accurate, reliable, and efficient intrusion
detection for healthcare networks. Figure 6 presents the receiver operating characteristic (roc) curve of the proposed

random forest classifiet.
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Figure 6: Receiver Operating Characteristic (ROC) Curve of the Proposed Random Forest
Classifier

The findings from the ROC analysis reinforce the results obtained from the confusion matrix and performance metrics.
Collectively, these evaluations demonstrate that the proposed Random Forest-based cybersecurity system achieves high
detection capability, excellent classification stability, and reliable operational performance, making it suitable for
intelligent cyber threat detection in healthcare network environments.

4.3. Precision—Recall Analysis and Feature Importance Evaluation

This section presents additional performance analyses of the proposed Artificial Intelligence-powered cybersecurity
system using the Precision—Recall (PR) curve and feature importance evaluation. These analyses complement the results
presented in the previous sections by providing deeper insight into the classification capability and interpretability of
the Random Forest classifier.

4.3.1.  Precision—Recall Curve Analysis

The Precision—Recall (PR) curve evaluates performance under class imbalance, offering deeper insight into classifier
trade-offs across decision thresholds. Achieving 90.57% precision and 100.00% recall (Figure 4.3), the Random Forest
model detected every attack instance without missing malicious traffic while keeping false alarms low, confirming its
resilience for critical healthcare cybersecurity applications. Figure 7 presents the precision—recall curve of the proposed
random forest classifier.
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Figure 7: Precision—Recall Curve of the Proposed Random Forest Classifier

The high area under the Precision—Recall curve further validates the capability of the proposed system to maintain
reliable detection performance while minimizing false security alerts. This characteristic is particularly desirable in
healthcare environments, where excessive false alarms may overwhelm security personnel and delay responses to

genuine cyber incidents
4.3.2.  Discussion of Findings

The proposed system effectively identifies healthcare cyber threats, achieving 95.00% accuracy, 90.57% precision,
100.00% recall, 95.05% F1-score, 0.981 ROC-AUC, and a 1.9-second response time. Achieving 100% recall is vital in
healthcare to prevent undetected attacks from compromising patient safety and clinical operations, justifying the minor
precision trade-off. Feature importance analysis confirms the model relies on attack-related traffic behaviors to provide
unified threat classification, automated alerting, and continuous security monitoring. A key limitation is the reliance on
the CIC-IDS2017 benchmark dataset; future work should validate the system using healthcare-specific data and

incorporate explainable Al, federated learning, and adversarial robustness.
5. Conclusion and Future Research

The study developed an Al-powered healthcare cybersecurity system based on the Random Forest machine learning
algorithm, integrating network traffic analysis, automated attack classification, and real-time security alerting to improve
the detection and response to cyber threats within healthcare environments. Evaluation using the CIC-IDS2017
benchmark dataset demonstrated strong classification performance, achieving 95.00% accuracy, 90.57% precision,
100.00% recall, and 95.05% F1-score, thereby confirming the system’s effectiveness in accurately identifying malicious
network activities while minimizing missed attacks and supporting rapid security response. Based on these findings,
healthcare institutions should consider adopting Al-based intrusion detection mechanisms supported by continuous
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network monitoring, regular model retraining, secure integration with Electronic Health Records (EHR), Hospital
Information Systems (HIS), cloud platforms, and Internet of Medical Things (IoMT) devices, together with robust data
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protection, access control, encryption, and privacy-preserving security measures. However, the study is limited by its
reliance on a benchmark dataset, the use of a controlled experimental environment, and limited evaluation against
emerging threats such as zero-day and adversarial attacks, which may affect the generalizability of the findings to
complex real-world healthcare networks. Future research should therefore validate the proposed system using real
healthcare network traffic and operational datasets and investigate advanced approaches, including federated learning,
deep learning, explainable Al, hybrid machine learning models, loMT and cloud security, adversarial attack resilience,
and zero-day threat detection, to improve the adaptability, transparency, privacy, and robustness of Al-driven
cybersecurity systems for healthcare environments.
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